Short Questions & Answers

What are the two main components of a network?

Network hardware and network software are the two main components of a network.
Network hardware includes physical devices such as routers, switches, and cables,
which facilitate the physical connections and data transmission between devices.
Network software encompasses the programs and operating systems that manage the
network hardware, including network operating systems and management tools.
These components work together to create and manage network connections,
ensuring efficient communication and data transfer.

Name two popular network reference models.

The OSI (Open Systems Interconnection) and TCP/IP (Transmission Control
Protocol/Internet Protocol) are two widely recognized network reference models. The
OSI model is a conceptual framework used to understand and standardize the
functions of a telecommunication or computing system, divided into seven layers from
the physical layer up to the application layer. The TCP/IP model, more practical in
approach, is the foundation of the Internet and consists of four layers: the Network
Interface, Internet, Transport, and Application layers. These models help in designing
and understanding network architectures.

What was ARPANET?

ARPANET (Advanced Research Projects Agency Network) was the first major packet-
switching network and laid the groundwork for the development of the Internet.
Created in 1969, it was initially a project funded by the U.S. Department of Defense
to allow researchers to share computer resources. ARPANET pioneered many of the
protocols used in today's Internet, like TCP/IP, and was crucial in the development of
early networking technologies.

What does OSI stand for in networking?

OSI stands for Open Systems Interconnection. It is a reference model developed by
the International Organization for Standardization (ISO) to standardize the functions
of a telecommunications or computing system without regard to its underlying internal
structure and technology. The model is structured into seven layers, each specifying



particular network functions such as physical data transmission, data routing, and
application services.

What is the main purpose of the Physical Layer in networking?

The Physical Layer is the first and lowest layer in both the OSI and TCP/IP models.
Its main purpose is to establish, maintain, and deactivate the physical connections
between network devices for the transmission of raw bit streams. It deals with the
electrical and physical specifications of the devices and the media, including aspects
like voltage levels, the physical data rates, maximum transmission distances, and
physical connectors.

Name three types of guided transmission media.

Guided transmission media include twisted pair cables, coaxial cables, and fiber optic
cables. Twisted pair cables consist of pairs of insulated copper wires, which are
effective for short-to-medium distance communication and susceptible to
electromagnetic interference. Coaxial cables, with a central conductor surrounded by
a shield, are used for longer distance and higher fidelity data transmission. Fiber optic
cables use light to transmit data and offer high speed and bandwidth, ideal for long-
distance communication.

What is an example of wireless transmission?

Examples of wireless transmission include radio waves, used for mobile phone and
television signals; microwaves, used for point-to-point communication links and
satellite communications; and infrared waves, often used in remote control devices
and some wireless local area networks.

What is a twisted pair cable?

A twisted pair cable is a type of wiring in which two conductors are twisted together
to cancel out electromagnetic interference from external sources and crosstalk from
neighboring pairs. It's widely used in telecommunications and networking for shorter
distance communication, such as in Ethernet networks.

What is the use of coaxial cable in networking?

Coaxial cable is used in networking for transmitting data, voice, and video signals over
longer distances with better shielding against signal interference. It's commonly
employed in cable television networks, broadband internet, and in connecting radio
transmitters and receivers to their antennas.
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What advantages does fiber optics offer over other transmission media?

Fiber optic cables offer higher bandwidth and can transmit data over longer distances
without significant loss. They are less susceptible to electromagnetic interference and
are more secure from interception. These advantages make them ideal for high-speed
data transmission, particularly over long distances.

What is the primary function of network hardware?

The primary function of network hardware is to facilitate the transmission and
reception of data over a network. This includes devices like routers, switches,
modems, and bridges that connect network components and manage data traffic.

Can you give an example of network software?

Examples of network software include network operating systems like Windows Server
and Linux, which manage network resources and security, and networking tools like
Wireshark for network analysis and Cisco Packet Tracer for network simulation.

What layers does the TCP/IP model have?

The TCP/IP model has four layers: the Application Layer, which supports application
services; the Transport Layer, which provides end-to-end communication; the
Internet Layer, which handles packet routing; and the Network Interface Layer, which
deals with physical network hardware and media.

What role did ARPANET play in the development of the Internet?

ARPANET played a foundational role in the development of the Internet. It was the
first network to implement packet switching and the TCP/IP protocol suite, which are
fundamental technologies of the modern Internet. ARPANET's success and
technologies paved the way for the expansion and evolution into today's global
Internet.

In what year was ARPANET developed?

ARPANET was developed in 1969 by the Advanced Research Projects Agency (ARPA)
of the U.S. Department of Defense.

How does fiber optics transmit data?
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Fiber optics transmit data by sending pulses of light through a thin, flexible glass or
plastic fiber. The light signals represent the digital data, and the fiber optic cables
allow for high-speed, long-distance transmission with minimal loss and interference.

What are the advantages of using twisted pair cables?

The advantages of using twisted pair cables include low cost, flexibility, and ease of
installation. They are widely used in local area networks (LANs) and telephone
networks due to their cost-effectiveness for short-distance communication.

What is a major disadvantage of coaxial cable?

A major disadvantage of coaxial cable is that it can be more expensive and less flexible
than twisted pair cables. It's also bulkier, making it more challenging to install in tight
spaces. Additionally, it can be more susceptible to signal loss over very long distances
compared to fiber optics.

Name one use of wireless transmission in networks.

One use of wireless transmission in networks is Wi-Fi, which allows computers,
smartphones, and other devices to connect to the Internet and to each other without
the need for physical cables.

What does TCP/IP stand for?

TCP/IP stands for Transmission Control Protocol/Internet Protocol. These are
foundational protocols for the Internet, with TCP ensuring reliable data transmission
and IP handling addressing and routing of packets.

How many layers are there in the OSI model?

There are seven layers in the OSI model: Physical, Data Link, Network, Transport,
Session, Presentation, and Application.

Can you name the top layer of the OSI model?

The top layer of the OSI model is the Application Layer. This layer interfaces directly
with end-user applications and provides network services such as email, file transfer,
and web browsing.

What is the main difference between the OSI model and the TCP/IP model?
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The main difference between the OSI model and the TCP/IP model is in their structure
and conceptual approach. The OSI model has seven distinct layers, each with specific
functions, while the TCP/IP model has four layers with more integrated functions. The
OSI model is more of a theoretical framework, whereas the TCP/IP model is more
practical and widely used in real-world networking.

What is the significance of the Internet in networking?

The Internet's significance in networking lies in its ability to interconnect a vast
number of different networks and devices globally. It uses a standardized suite of
protocols (TCP/IP) to ensure seamless communication and data exchange, making it
the backbone of modern digital communication.

How does wireless transmission differ from guided transmission?

Wireless transmission uses electromagnetic waves to transmit data through air or
space, without the need for physical conductors like cables. In contrast, guided
transmission involves sending signals through physical media such as copper wires or
fiber optic cables. Wireless transmission offers mobility and ease of installation but
may face issues like interference and limited range compared to guided transmission.

What is the main challenge in wireless transmission?

The main challenges in wireless transmission include signal range limitations,
susceptibility to interference from other wireless devices or environmental factors, and
maintaining data security. These challenges require careful network planning and
management to ensure reliable and secure wireless communication.

Why is fiber optics considered superior for long-distance communication?

Fiber optics is considered superior for long-distance communication due to its high
data transfer rates and minimal signal loss over long distances. Unlike copper cables,
fiber optic cables are less susceptible to electromagnetic interference and can transmit
data using light signals, enabling faster and more reliable data transmission.

What is the function of the Application Layer in the OSI model?

The Application Layer in the OSI model provides network services directly to user
applications. It is responsible for identifying and establishing the availability of
intended communication partners, synchronizing and establishing agreement on
procedures for error recovery and control of data integrity.
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In the OSI model, which layer is responsible for error-free, end-to-end delivery of
data?

The Transport Layer in the OSI model is responsible for error-free, end-to-end delivery
of data. It ensures complete data transfer and manages error detection and
correction, data flow control, and packet sequencing.

What layer of the TCP/IP model corresponds to the first three layers of the OSI model?

The Network Interface Layer of the TCP/IP model corresponds to the Physical and
Data Link layers of the OSI model. It covers the physical and hardware aspects of
data transmission and network interface operation.

What is the role of the Internet Layer in the TCP/IP model?

The Internet Layer in the TCP/IP model is responsible for addressing, packaging, and
routing functions. This layer determines the path packets take from the source to the
destination across multiple networks and handles packet addressing with the IP
protocol.

How does the Physical Layer transmit data?

The Physical Layer transmits data by converting the digital data from the Data Link
Layer into electrical, optical, or radio signals appropriate for the transmission medium,
such as copper wires, fiber optic cables, or wireless transmission.

What is the main purpose of network software?

The main purpose of network software is to manage and control the network
operations and communication between network devices. This includes tasks like
routing, managing network resources, ensuring security, and providing user interfaces
for network management and configuration.

What type of network did ARPANET evolve into?

ARPANET evolved into the modern Internet, a global network of interconnected
computers using standardized communication protocols like TCP/IP for data
exchange.

What is the difference between analog and digital transmission?
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Analog transmission sends information using continuous signals that vary in amplitude
or frequency, resembling the original data. Digital transmission converts information
into binary format (zeroes and ones) and transmits this data in a discrete, non-
continuous manner, which is more efficient and less prone to interference.

Why is twisted pair cable commonly used in local area networks?

Twisted pair cable is commonly used in local area networks (LANs) because it is
relatively inexpensive, easy to install, and adequate for the limited distance and
bandwidth requirements of LANs. Its susceptibility to interference and signal
degradation over longer distances is less of a concern within the short-range confines
of a LAN.

Can fiber optics be used for internet connectivity?

Yes, fiber optics are widely used for internet connectivity, especially for high-speed
broadband services. Fiber optic cables provide faster data transmission speeds and
higher bandwidth compared to traditional copper cables, making them ideal for
delivering high-speed internet services.

What is a disadvantage of wireless transmission?

A disadvantage of wireless transmission is its vulnerability to various forms of
interference and security risks. Wireless signals can be affected by physical
obstructions, weather conditions, and electromagnetic interference from other
devices. Additionally, wireless networks are more susceptible to unauthorized access
and eavesdropping if not properly secured.

What is the role of the Transport Layer in the TCP/IP model?

The Transport Layer in the TCP/IP model is responsible for providing reliable, end-to-
end communication services between hosts. It manages data segmentation, error
correction, flow control, and ensures that data packets are delivered in sequence and
without errors.

How do coaxial cables reduce interference?

Coaxial cables reduce interference by using a metallic shield that encloses a central
conductor, which isolates the signal from external electromagnetic interference. This
shielding minimizes the noise and crosstalk from adjacent wires and external sources,
thus maintaining signal integrity.
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What type of data can fiber optic cables carry?

Fiber optic cables can carry a wide range of data types, including voice, video, and
high-speed internet data. They are highly versatile and capable of transmitting large
amounts of data at very high speeds, making them suitable for various
telecommunications and networking applications.

What is the role of the Network Layer in the OSI model?

The Network Layer in the OSI model is responsible for routing, forwarding, and
addressing data packets across multiple networks. It determines the best physical
path for data to travel from the source to the destination, handling aspects like packet
routing, traffic control, and error handling.

In the context of networking, what does the term 'protocol' mean?

In networking, a 'protocol' refers to a set of rules and conventions for data
communication between devices. Protocols define the format, timing, sequencing, and
error checking of messages. They ensure that devices with different hardware and
operating systems can communicate effectively.

How does the Application Layer differ in the OSI and TCP/IP models?

In the OSI model, the Application Layer directly interacts with end-user applications
and is responsible for providing network services. In the TCP/IP model, the Application
Layer includes various protocols used by end-user applications to communicate over
the network, such as HTTP for web browsing and SMTP for email.

What is the importance of the Network Interface Layer in the TCP/IP model?

The Network Interface Layer in the TCP/IP model is crucial as it deals with the physical
aspects of network connectivity. It includes hardware-specific protocols and
procedures for transmitting data over a network medium, such as Ethernet for wired
connections and Wi-Fi for wireless networks.

Can you explain 'packet switching' in the context of ARPANET?

Packet switching, first implemented in ARPANET, is a method of sending data in which
the data is broken into small blocks or packets, each of which is sent independently
over the network. In this system, each packet may take a different path to the
destination, where they are reassembled in the correct order. This method is efficient
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and robust, as it allows for dynamic rerouting around congested or damaged areas of
the network.

Why is error checking important in the Transport Layer?

Error checking in the Transport Layer is crucial to ensure the integrity and reliability
of data transmission. It involves detecting and, if possible, correcting errors that occur
during transmission. This is vital in maintaining a high-quality communication channel,
as it ensures that the data received is the same as the data sent, providing a reliable
end-to-end data transfer.

What are the benefits of using fiber optics in data centers?

Fiber optics offer several benefits in data centers, including higher bandwidth, faster
data transmission speeds, and reduced susceptibility to electromagnetic interference.
These features enable efficient handling of large volumes of data and high-speed data
connections, which are essential in data center operations. Fiber optics also have a
higher capacity and longer lifespan compared to traditional copper cables.

How do network protocols contribute to the functioning of the Internet?

Network protocols are essential for the functioning of the Internet as they establish
the rules and procedures for data communication between different devices and
networks. Protocols like TCP/IP ensure that data packets are correctly formatted,
addressed, transmitted, routed, and received, enabling disparate networks and
devices to communicate and exchange data seamlessly.

What is a key feature of the Internet Layer in the TCP/IP model?

A key feature of the Internet Layer in the TCP/IP model is its role in routing data
packets across multiple interconnected networks. This layer is responsible for
addressing and packaging data (IP addressing), and for determining the optimal path
for data to travel from its source to its destination, which is fundamental to the
operation of the Internet.

What are the key design issues in the Data Link Layer?

The key design issues in the Data Link Layer include framing, error detection and
correction, flow control, and addressing. This layer ensures reliable transmission,
manages access to the physical medium, and provides a mechanism for error
detection and correction.
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What is framing in the context of the Data Link Layer?

Framing in the Data Link Layer refers to the process of dividing data streams into
manageable blocks or frames. It involves adding header and trailer to the frame for
control and addressing purposes.

How does error detection work in the Data Link Layer?

Error detection in the Data Link Layer typically involves adding redundant data to the
transmitted frames, such as checksums or parity bits, which are used to detect errors
in the received frames.

What is the purpose of error correction in the Data Link Layer?

Error correction in the Data Link Layer is designed to identify and correct errors in the
transmitted data. Methods like Automatic Repeat Request (ARQ) and Forward Error
Correction (FEC) are used to ensure accurate data transmission.

What is a simplex protocol in the context of Data Link Layer?

A simplex protocol in the Data Link Layer is a one-way communication protocol where
data transmission occurs in only one direction, without the capability for the receiver
to send back information or acknowledgment.

Describe a simplex stop-and-wait protocol for an error-free channel.

In a simplex stop-and-wait protocol for an error-free channel, the sender transmits a
frame and then stops and waits for an acknowledgment from the receiver before
sending the next frame, ensuring orderly and reliable communication.

Explain a simplex stop-and-wait protocol for a noisy channel.

For a noisy channel, the simplex stop-and-wait protocol includes error detection
mechanisms. The sender waits for an acknowledgment or a timeout before
retransmitting the frame, ensuring data integrity in the presence of errors.

What is a one-bit sliding window protocol?

A one-bit sliding window protocol allows the sender to transmit one frame before

needing an acknowledgment. The 'window size' of one-bit limits the number of
unacknowledged frames to one, making it suitable for slow or unreliable channels.
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How does the Go-Back-N protocol work in the Data Link Layer?

The Go-Back-N protocol allows the sender to transmit multiple frames before receiving
acknowledgments but requires retransmitting all frames from the point of error upon
detection. It uses a sliding window to manage the flow of frames.

Describe the Selective Repeat protocol in the Data Link Layer.

The Selective Repeat protocol allows the sender to transmit multiple frames and only
retransmit the specific frames that were received in error, rather than all frames since
the error, improving efficiency over Go-Back-N in certain conditions.

What are some example data link protocols?

Example Data Link Layer protocols include Ethernet, Point-to-Point Protocol (PPP),
and High-Level Data Link Control (HDLC), each catering to different network types
and requirements.

What is the channel allocation problem in the Medium Access sublayer?

The channel allocation problem in the Medium Access sublayer refers to the challenge
of distributing a limited communication channel effectively among multiple users or
devices to avoid collision and optimize the use of bandwidth.

Explain the basic concept of ALOHA in multiple access protocols.

ALOHA is a simple multiple access protocol where each station sends data whenever
it has to, without sensing the channel. If a collision occurs (detected through lack of
acknowledgment), the station waits for a random period before retransmitting.

What is Carrier Sense Multiple Access (CSMA)?

Carrier Sense Multiple Access (CSMA) is a network protocol in which a carrier sensing
scheme is used. A transmitting station first checks for the presence of a carrier signal
(i.e., an existing transmission) before sending data to avoid collisions.

How do collision-free protocols work in the Medium Access sublayer?
Collision-free protocols, such as token passing and polling, control access to the

transmission medium in a way that avoids collisions. They use mechanisms to organize
and schedule access to the medium, ensuring only one station transmits at a time.
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What are the characteristics of Wireless LANs in the context of the Data Link Layer?

Wireless LANs in the Data Link Layer handle issues specific to wireless communication,
such as variable signal quality and mobility support. Protocols like IEEE 802.11 (Wi-
Fi) define standards for medium access control and error handling in wireless
environments.

What is Data Link Layer switching?

Data Link Layer switching involves switching data frames based on their MAC (Media
Access Control) addresses. It is used in technologies like Ethernet switching, where a
switch forwards frames based on the MAC address table.

Describe the function of Automatic Repeat Request (ARQ) in error correction.

Automatic Repeat Request (ARQ) is an error correction method where the receiver
sends acknowledgments for received frames. If an acknowledgment is not received
within a certain time, the sender retransmits the frame, ensuring data integrity.

What is the difference between pure ALOHA and slotted ALOHA?

In pure ALOHA, stations transmit whenever they have data, leading to a higher
possibility of collisions. Slotted ALOHA divides time into slots, and stations can only
transmit at the beginning of a time slot, reducing the chance of collisions and
improving efficiency.

Explain the concept of token passing in collision-free protocols.

In token passing, a special frame called a token circulates around the network. A
station can only transmit data when it holds the token, ensuring orderly access to the
medium and preventing collisions.

How does the Go-Back-N protocol handle lost frames?

In the Go-Back-N protocol, if a frame is lost or an error is detected, the sender goes
back and retransmits all frames from the sequence number of the lost/error frame to

the most recently sent frame.

What role does the Medium Access Control (MAC) sublayer play in networking?
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The Medium Access Control (MAC) sublayer manages protocol access to the physical
network medium. It determines how data is placed on the medium and how access
to it is controlled, especially in shared mediums like Wi-Fi.

Describe the selective acknowledgment feature in the Selective Repeat protocol.

In the Selective Repeat protocol, selective acknowledgment allows the receiver to
inform the sender about all correctly received frames, enabling the sender to
retransmit only the missing or erroneous frames, improving efficiency.

What are collision-free protocols and give an example.

Collision-free protocols are network protocols designed to avoid collisions during data
transmission. An example is the token ring protocol, where a token circulates in the
network and a device can send data only when it holds the token.

How does the Physical Layer interact with the Data Link Layer in a network?

The Physical Layer provides the means of transmitting raw bits over a physical medium
like cables or wireless media, while the Data Link Layer translates these raw bits into
logical data structures like frames and handles error detection and correction, making
the interaction between these two layers essential for effective communication.

What is the purpose of framing in the Data Link Layer?

Framing in the Data Link Layer involves dividing the stream of bits received from the
network layer into manageable data units called frames. This process includes
encapsulation with headers and trailers to frame the data, which aids in error
detection, control, and synchronization of data transmission.

How does parity checking work for error detection?

Parity checking for error detection involves adding an extra bit (parity bit) to a data
set to make the total number of 1's either even (even parity) or odd (odd parity). This
added bit allows the detection of single-bit errors in the transmitted data set.

What is the difference between error detection and error correction?

Error detection involves identifying errors in transmitted data, typically using
techniques like checksums or parity bits. Error correction, on the other hand, not only
detects errors but also corrects them, usually through redundant data or correction
algorithms.
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Explain the simplex protocol in data communication.

A simplex protocol in data communication is a unidirectional communication method
where data flows in only one direction — from sender to receiver — without any
feedback or acknowledgment mechanism from the receiver's end.

What is the principle of a stop-and-wait protocol?

In a stop-and-wait protocol, after sending a frame, the sender stops and waits for an
acknowledgment from the receiver before sending the next frame. This protocol
ensures the orderly delivery of frames but can be inefficient due to the waiting time
involved.

How does a sliding window protocol improve efficiency in data transmission?

A sliding window protocol improves efficiency by allowing multiple frames to be in
transit before needing an acknowledgment. This method reduces the idle time and
increases the utilization of the communication channel compared to stop-and-wait
protocols.

Describe the one-bit sliding window protocol.

The one-bit sliding window protocol allows a single unacknowledged frame to be in
transit. After sending a frame, the sender can only send a new frame once the
previous one has been acknowledged. This protocol simplifies the control of frame
transmission but limits throughput.

What is the Go-Back-N ARQ protocol?

The Go-Back-N ARQ (Automatic Repeat reQuest) protocol allows the sender to send
multiple frames before receiving acknowledgments but requires the sender to go back
and retransmit any frame for which an acknowledgment is not received, starting from
the earliest unacknowledged frame.

Explain the Selective Repeat ARQ protocol.



85.

86.

87.

88.

89.

90.

In the Selective Repeat ARQ protocol, only the frames that are detected as lost or
damaged at the receiver are retransmitted, rather than all frames after an error as in
Go-Back-N. This makes Selective Repeat more efficient, especially in networks with
higher error rates.

What is the role of the Medium Access Control (MAC) sublayer?

The Medium Access Control (MAC) sublayer is a part of the Data Link Layer that
determines who is allowed to access the media at any one time. It is responsible for
controlling how devices on a network uniquely identify themselves and access the
communication medium.

How does ALOHA work as a multiple access protocol?

ALOHA is a multiple access protocol where each station sends data whenever they
have to, without sensing if the channel is busy. If a data packet collides with another,
the sending station waits for a random amount of time before retransmitting.

What is Carrier Sense Multiple Access with Collision Detection (CSMA/CD)?

CSMA/CD is a network protocol where each node senses the carrier (medium) before
transmitting. If the medium is busy, it waits; if it is free, it transmits. If a collision is
detected during transmission, it stops and retries after a random delay.

Define collision-free protocols in the context of network communication.
Collision-free protocols are methods in network communication that organize and
manage access to the transmission medium in a way that prevents data collisions.
This is typically achieved through scheduling techniques like token passing or polling.
What are the characteristics of Wireless LANs relevant to the Data Link Layer?

In the context of the Data Link Layer, Wireless LANs (WLANSs) are characterized by
the need to handle variable signal strength, interference, and security issues.
Protocols like IEEE 802.11 address these challenges through mechanisms for error

detection, medium access control, and encryption.

Describe the basic operation of a data link layer switch.
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A data link layer switch operates by forwarding data frames based on their MAC (Media
Access Control) addresses. It learns the MAC addresses of devices connected to each
of its ports and uses this information to intelligently route traffic within a local area
network.

What is the significance of frame synchronization in data communication?

Frame synchronization is crucial in data communication as it ensures that the receiver
can correctly identify the start and end of each frame. This is important for the proper
interpretation and processing of the received data.

How do checksums provide error detection?

Checksums provide error detection by summing the values of all the data units within
a frame and sending this sum along with the data. The receiver performs the same
calculation and compares its result with the received checksum to detect errors.

What are the advantages of using a Go-Back-N protocol?

The advantages of the Go-Back-N protocol include simplicity of implementation and
efficient error recovery. It allows for higher throughput than stop-and-wait protocols
and is effective in environments where error rates are not excessively high.

How does the Selective Repeat protocol differ from Go-Back-N in handling errors?

In Selective Repeat, only the erroneous frames are retransmitted, unlike in Go-Back-
N, where all frames following the erroneous one are resent. This makes Selective
Repeat more bandwidth-efficient, especially in networks with higher error rates.

Explain the function of the Logical Link Control (LLC) sublayer in the Data Link Layer.

The Logical Link Control (LLC) sublayer is responsible for identifying Network Layer
protocols and encapsulating them, and for controlling frame synchronization, flow
control, and error checking. It acts as an interface between the Network Layer and
the MAC sublayer.

Describe the pure ALOHA protocol's approach to handling data collisions.
In pure ALOHA, when a data collision occurs (two frames overlap), each station

involved waits a random amount of time and then retransmits its frame. The
randomness in wait time helps to reduce the chances of repeated collisions.
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The purpose of Carrier Sense in CSMA protocols is to reduce data collisions by ensuring
that a transmitting station first listens to the medium to check if another transmission
is in progress. If the medium is detected as busy, the station waits before attempting
to transmit.

98. How do wireless LANs handle security at the Data Link Layer?

Wireless LANs handle security at the Data Link Layer through methods like WEP
(Wired Equivalent Privacy) and WPA (Wi-Fi Protected Access), which provide data
encryption and authentication to protect against unauthorized access and
eavesdropping.

99. What is the role of flow control in the Data Link Layer?

Flow control in the Data Link Layer manages the rate of data transmission between a
sender and receiver to prevent the fast sender from overwhelming a slow receiver,
ensuring efficient and reliable communication.

100. How does a data link layer switch differ from a hub in network communication?

A data link layer switch forwards frames based on MAC addresses and can reduce
network congestion by creating collision domains for each connected device. In
contrast, a hub broadcasts incoming frames to all ports, leading to more collisions and
less efficient use of network bandwidth.

101. What are the key design issues in the Network Layer?

The key design issues in the Network Layer include routing, addressing, forwarding,
and handling congestion.

102. Explain the concept of shortest path routing.
Shortest path routing is a routing algorithm that selects the path through a network
with the least total cost, where cost can be based on factors like distance, hop count,

or latency.

103. What is flooding in the context of routing algorithms?



Flooding is a routing algorithm where a data packet is sent to all connected network
nodes. It is used for broadcasting information but can result in network congestion.

104. How does hierarchical routing differ from flat routing?
Hierarchical routing organizes networks into multiple levels or hierarchies, reducing
the size of routing tables and improving scalability compared to flat routing where all
nodes are at the same level.

105. Describe the purpose of broadcast in networking.
Broadcast is a communication method where data is sent from one source to all
network destinations. It is commonly used for sending data to all devices on a local
network.

106. What is multicast in networking?
Multicast is a communication method where data is sent from one source to a selected
group of network destinations. It is used for efficient one-to-many or many-to-many
communication.

107. How does distance vector routing work?
Distance vector routing is a routing algorithm where routers exchange information
about their routing tables with neighboring routers. Each router calculates the distance
(cost) to reach various destinations and chooses the best path accordingly.

108. What is a routing table in networking?
A routing table is a data structure used by routers to determine the next hop for
forwarding packets to their destination. It contains information about reachable
networks and associated paths.

109. Explain the concept of forwarding in the Network Layer.

Forwarding in the Network Layer refers to the process of directing data packets from
the source to the next hop router along the chosen path based on the routing table.

110. What is the primary goal of a routing algorithm?



The primary goal of a routing algorithm is to determine the best path for data packets
to travel from the source to the destination while considering factors like cost,
congestion, and reliability.

111. How does static routing differ from dynamic routing?
Static routing involves manually configuring routing tables, while dynamic routing
protocols automatically update routing tables based on network changes and
conditions.

112. Why is hierarchical routing important in large networks?

Hierarchical routing reduces the size of routing tables and simplifies routing decisions
in large networks, improving scalability and efficiency.

113. What is the advantage of using multicast over unicast for group communication?
Using multicast for group communication is more bandwidth-efficient than sending
individual unicast packets to each group member, especially when multiple members
share the same data.

114. How does distance vector routing handle network changes?

Distance vector routing periodically exchanges routing information with neighboring
routers and updates its routing table based on changes in network topology.

115. Explain the concept of a routing metric.
A routing metric is a value assigned to a specific path or link in a network, representing
its cost or suitability for routing. Metrics can be based on factors like bandwidth, delay,
or hop count.

116. What is the primary disadvantage of flooding as a routing algorithm?

The primary disadvantage of flooding is its potential to create network congestion due
to the broadcast nature of the algorithm, where data packets are sent to all nodes.

117. How does a router use a routing table to make forwarding decisions?

A router uses its routing table to match the destination IP address of an incoming
packet to the best path and next hop for forwarding the packet.



118. What is the role of the Network Layer in the OSI model?

The Network Layer in the OSI model is responsible for logical addressing, routing, and
forwarding of data packets between different networks.

119. What are some common routing protocols used in distance vector routing?

Common routing protocols used in distance vector routing include RIP (Routing
Information Protocol) and EIGRP (Enhanced Interior Gateway Routing Protocol).

120. How does a router determine the cost of a route in a routing table?

The cost of a route in a routing table is determined based on the routing metric
associated with that route, which can be calculated using various factors like hop
count or link bandwidth.

121. What is the main advantage of multicast over unicast for streaming media?

Multicast efficiently delivers streaming media to multiple recipients simultaneously,
reducing network bandwidth usage compared to unicast where each recipient receives
a separate stream.

122. What is the primary difference between distance vector routing and link-state routing?
The primary difference is in how they update routing information: distance vector
routing exchanges information with neighbors, while link-state routing builds a
complete network topology and computes the best paths based on it.

123. How does broadcast routing affect network scalability?

Broadcast routing can lead to scalability issues in large networks, as it requires sending
data packets to all nodes, resulting in inefficient bandwidth usage and potential
congestion.

124. What is the purpose of the Network Layer in the internet architecture?

The Network Layer in the internet architecture is responsible for end-to-end
communication by determining the route for data packets to travel from the source to

the destination across multiple interconnected networks.

125. How does multicast routing differ from unicast and broadcast routing?
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Multicast routing is designed for one-to-many or many-to-many communication,
allowing efficient data delivery to selected groups of recipients, unlike unicast (one-
to-one) and broadcast (one-to-all) routing methods.



